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ABSTRACT

WannaCryptor is a type of ransomware which encrypts users’ personal data or files and demands ransom payment in
order to regain access. But it peculiarly spreads by itself like a Internet worm using Windows vulnerabilities of shared
folder. In this paper, we analyzed and estimated the spread of WannaCryptor focusing on the wormable spread features
different from the existed ransomware. Thus we observed its behaviors in virtual environments, and experimented the various
spreads of WannaCryptor based on our prediction modeling.
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Fig. 2. Localized scanning of WannaCryptor
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Table 1. Estimated scanning time

Class Hosts Scanning time

A 16,777,214 | about 19.4 days
B 65,534
C 254

about 1 hour 49 minutes

about 25 seconds
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